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Abstract

As with any nite resource, it is often necessaryto
apply policies to the shared usageof network resources.
Existing solutions typically implement this by employ-
ing trac managementin edgerouters. However,users
of smaller networks regularly nd themselvesin need
of nothing more than ad-ha rate rate limiting. Fur-
thermore, the networks in question are typically un-
managel, with no network administrator(s) to manage
complicated trac managementschemes. Trickle | Is
this gap by providing a simple and portable solution to
rate limit the TCP connections of a given process or
group of processes.

Trickle works by taking advantageof the Unix dy-
namic loader's prelaading functionality to interposition
itself in front of the libc API interfacesthat are usel
for sending and receiving data through BSD network
sackets. Trickle then performs trac  shapingby delay-
ing and truncating sacket I/Os. Trickle runs entirely
in user space, does not require administrator privileges
and is portable acrossa wide variety of Unix-like plat-
forms. Instances of Trickle can cooperate, evenacross
networks. This allowsfor the speci ¢ ation of glokal rate
limiting policies.

1 Intro duction

Bandwidth shapingis traditionally employed mono-
lithically aspart of network infrastructure or in the lo-
cal operating systemkernel. Thesesolutions work well
for providing trac managemen to large networks.
Sud solutions typically require dedicated administra-
tion and privileged accesdevelsto network routers or
the local operating system.

Usersof unmanagednetworks without any setband-
width usagepolicies(for examplehomeand small o ce
networks) typically do not havethe needfor mandatory
trac managemen. More likely, their needfor band-
width shapingis largely ad-hoc, to be employed when
and where it is needed. For example,

an occasionalbulk transfer may adversely impact
an interactiv e sessionand the two should receive
di erentiated services,or

bulk transfers may needto be prioritized.

Furthermore, such usersmay not have administrativ e
accessto their operating system(s) or network infras-
tructure in order to apply traditional bandwidth shap-
ing techniques.

Someoperating systemsprovide the ability to shape
trac oflocalorigin (theseare usually extensionsto the
router functionality provided by the OS). This func-
tionality is usually embedded directly in the network
stack and residesin the operating systemkernel. Net-
work trac is not assaiated with the processlocal
processesesponsiblefor generatingthe trac. Rather,
other criteria such asIP/TCP/UDP protocol and des-
tination IP addressesare used in classifying network
trac when specifying classifying network trac to
shape. These policies are typically global to the host
(thus applying to all usersof it). Sincethese policies
are mandatory and global, it is the task of the system
administrator to managethe trac policies.

These are the many burdens that becomeeviden
if one wishessimply to employ bandwidth shaping in
an ad-hoc manner. While there have been a few at-
tempts to add voluntary bandwidth shaping capabili-
ties to the aforemenioned in-kernel shapers[24, there
is still a lack of a viable implemertation and there is
no use of collaboration betweenmultiple hosts. These
solutions are also non-portable and there is a lack of
any standard application or userinterfaces.

Ideally, we would like to be able to employ rate lim-
iting on a case-ly-casebasisby any unprivileged user.
There should alsobe no needfor special kernel support.
Trickle addressegreciselythis scenario: Voluntary ad-
hoc rate limiting without the use of a network wide
policy. Trickle is a portable solution to rate limiting
and it runs entirely in user space. Instancesof Trickle
may collaborate with eac other to enforcea network
wide rate limiting policy, or they may run indepen-
dertly. Trickle works properly only with applications



utilizing the BSD socket layer using TCP connections.
We do not feelthis is a seriousrestriction: Recen mea-
suremerts attribute TCP to be responsible for over
90% of the volume of trac in one major provider's
badkbone[1§. The majority of non-TCP trac is DNS
(UDP) { which is rarely desirableto shape anyway.

We strive to maintain a few simple design criteria
for Trickle:

Semantic transparency. Trickle should never
changethe behavior or correctnessof the process
it is shaping. (Other than the data transfer rates,
of course).

Portability:  Trickle should be extraordinarily
portable, working with any Unix-lik e operating
systemthat hassharedlibrary and preloadingsup-
port.

Simplicity: No needfor excessiely expressive poli-
ciesthat confuseusers. Trickle should be designed
to do onething, and to do it well. Don't add fea-
tures that will be usedby only 1 in 20 users. No
setup cost, a user should be able to immediately
make use of Trickle after examining just the com-
mand line options (and there should be very few
command line options).

The rest of the paper is organized as follows. The
linking and preloading features of modern Unix-lik e
systemsis described in section2. A high level overview
of how Trickle works is explored in section 3. The
Trickle scheduler is detailed in section 4. Section 5
discussesrelated work and section 6 describes possi-
ble future directions of Trickle. Finally, section 8 con-
cludes.

2 Linking and (Pre)Loading

Trickle usesthe dynamic linker and loader presen
in Unix-lik e systems. We give an overview of this im-
portant componert of Unix-lik e systems and discuss
two speci ¢ featuresthat Trickle usesto interposition
its middleware in betweenthe network shaped process
and libc .

Dynamic linking and loading have beenwidely used
in Unix-lik e ervironments for a long time. Dynamic
linking and loading allow an application to refer to an
external symbol which doesnot needto be resolved to
an addressin memory until the runtime of the partic-
ular binary. The traditional use of this capability has
beento implement shared libraries. Sharedlibraries al-
low an operating systemto shareonecopy of commonly
used code among any number of processesg.g. libc
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may be shared betweenevery processthat useit. We
refer to resolvingthesereferencedo external objects as
link editing, and to unresolved external symbols simply
as external symtols.

After compilation, at link time, the linker speci es
a list of libraries that are neededto resolve all external
symbols. This list is then embeddedin the nal exe-
cutable le. At load time (before program execution),
the link editor mapsthe speci ed libraries into memory
and resolvesall external symbols. The existenceof any
unresolved symbols at this stageresults in a run time
error.

To load load its middleware into memory, Trickle
usesa feature of link editors in Unix-lik e ervironments
called preloading. Preloading allows the userto spec-
ify a list of preload objects that are to be loaded to-
gether the shared libraries. The link editor will rst
try to resolve symbols to the preload objects (in or-
der), thus selectiwely bypassing symbols provided by
the shared libraries speci ed by the program. Trickle
usespreloading to provide an alternativ e versionof the
BSD socket API, and thus socket calls are now handled
by Trickle. This feature has beenusedchiey for pro-
gram and systemsdiagnostics; for example, to match
malloc to free calls, onewould provide an alternativ e
of these functions via a preload library that has the
additional matching functionality.

In practice, this feature is used by listing the li-
brariesto preloadin an environment variable. Preload-
ing doesnot work for set-UID or set-GID binaries for
security reasons:A user could perform privilege eleva-
tion or arbitrary code executionby specifying a preload
object that de nes somefunctionality that is known to
be usedby the target application.

We are interested in interpositioning Trickle in be-
tween the shaped processand the socket implemen-
tation provided by the system. Another way to look
at it, is that Trickle acts as a proxy betweenthe two.
We need someway to call the proceduresTrickle is
proxying. The link editor provides this functionality
through an API that allows a program to load an ar-
bitrary shared object to resolve any symbol contained
therein. The API is very simple: Given a string rep-
resertation of the symbol to resolwe, a pointer to the
location of that symbol is returned. A common use of
this feature is to provide plug-in functionality wherein
plugins are shared objects and may be loaded and un-
loaded dynamically.

Figure 1 illustrates Trickle's interpositioning.



3 How Trickle Works
3.1 A Simple Rate Limiting Scheme

A procesautilizing BSD sockets may perform its own
rate limiting. For upstream limiting, the application
can do this by simply limiting the rate of data that is
written to a socket. Similarly, for downstream limiting,
an application may limit the rate of data it readsfrom
a socket. However, the reasonwhy this works is not im-
mediately obvious. When the application neglectsto
read somedata from a socket, its socket receive bu ers
Il up. This in turn will causethe receiving TCP to
advertise a smaller receiver window (rwnd), creating
badk pressureon the underlying TCP connectionthus
limiting its data ow. Eventually this \tric kle-down"
e ect achievesend-to-end rate limiting. Depending on
bu ering in all layers of the network stadk, this e ect
may take sometime to propagate. More detail about
the interaction betweenthis schemeand TCP is pro-
vided in section 4.

While this schemeis practical, two issueswould hin-
der widespreademployment. Firstly, the scheme out-
lined is deceptively simple. As we will seein section
4, there are many details which make shaping at this
level of abstraction complicated. The secondissueis
that there are no standard protocols or APIs for mul-
tiple processedo collaborate.

We also argue that employing bandwidth shaping
inside of an application breaksabstraction layers. It is
really the task of the operating systemto apply policies
to bandwidth usage,and it should not needto be a fea-
ture of the application. Evenif libraries weredeveloped
to assistapplication developers, employing rate limit-
ing in this manner would still put considerableburden
on the dewelopers and it should not be expected that
every developer would evensupport it. The socket API
provided by the OS provides certain functionality, and
it should be the freedom of the application to use it
unchanged, and not have to rely on semariics at the
lower levels of abstraction in order to limit bandwidth
usage.

There are also exceptionsto these argumerts. For
example, certain protocols may benet from applica-
tion level semartics to perform shaping. Another ex-
ampleis that someapplications may be ableto instruct
the sendingparty to limit its rate of outbound tra c[9 ]
which is clearly preferable over relying on TCP seman-
tics to perform trac shaping.

Trickle provides a bandwidth shaping service with-
out the needto modify applications. Trickle augmeris
the operating system by interpositioning its middle-
ware in front of the libc socket interface. From there,
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Figure 1: lllustrating the interpositioning mechanism.

Trickle appliesrate limiting to any dynamically linked
binary that usesthe BSD socket layer. By providing a
standard command line utilit y, Trickle provides a sim-
ple and consistert user interface to specify rate lim-
iting parameters. By communicating with the trickle
daemon all instancesof Trickle can participate in col-
laborativ e rate limiting, even acrosshosts.

There are seweral other advantagesto using this ap-
proach for rate limiting besidesportability. There is
no needfor extending the kernel nor con guring sucd
extensions;any usermay useand con gure Trickle any
way she wants, making it ideal for ad-hoc rate limit-
ing. There are also a number of advantages to this
approach from the developer's point of view. Further-
more, being ertirely contained in userland has made
Trickle inherently easierto dewelop. It is easierto per-
form experimernts and the softwareis easierto maintain
and will be understood by a wider audience.

The primary disadvantage to using this approad is
that all usageof Trickle is voluntary { that is, one can-
not enforcerate limiting by policy (though someoper-
ating systemsprovide a mechanism for administrators
to enforcepreload libraries, there are still ways to get
around its interpositioning). Note that for its intended
usage, this is not a big drawback for Trickle as ad-
hoc bandwidth shapingimplies usersdo sovoluntarily .
Secondlyand with smallerimpact, Trickle cannot work
with statically linked binaries. Most modern Unix-lik e
systemsship with very few statically linked binaries.

3.2 The Mechanics of Library
tioning

Interp osi-

With very rare exceptions, network software for
Unix-lik e systemsusesthe socket abstraction provided
by the operating system. In reality, the socket abstrac-
tion is ertirely contained in the system call layer with
corresponding libc  shims!. Thus, with the use of the

1A small software component used to provide an interface to
another software component (a trivial \adapter”)



link editor's preload functionalit y, we interposition the
Trickle middleware at a conveniert level of abstraction
and we do so ertirely in user space.

Using preload objects, we replace the BSD socket
abstraction layer provided by libc . Howewer, to suc-
cessfullyinterposition the Trickle middleware, we must
be able to call the original version of the very interface
we have replaced. To solve this issue,we needto take
advantage of the secondfeature of the link editor we
discussed:We simply explicitly resolve the libc shims
and call them as needed. This is done by opening the
actual object le that contains libc, and using the link-
editor API to resolvethe symbols needed. The location
of the libc shared object is discovered in the con g-
uration/compilation cycle, but could just as easily be
discovereddynamically at run time. Figure 1 attempts
to illustrate the medhanics of the interpositioning of
the Trickle middleware.

In practice, preload objects are specied by the
ervironment variable LD PRELOADOTickle's command
line utilit y, trickle , setsthis environment variable to
the object that contains Trickle's middleware. Ad-
ditionally, it passesany parameters specied by the
user in other environment variables in a well de ned
namespace. These parameters may include upstream
or downstreamratesto apply, aswell aswhether or not
this instance of Trickle should collaborate with other
instancesof Trickle.

3.3 The Life of a Socket

At this point, the preload object has been loaded
and Trickle hasinterpositioned itself in the BSD socket
layer, and will intercept every call to a libc shim that
operateson a socket in any relevant manner.

New sockets are created with either the socket()
or accept() interfaces. An old socket is aliased with
callsto dup() or dup2() . Any newor duplicated socket
is marked by Trickle by keeping an internal table in-
dexing every such socket. File descriptorsthat are not
marked are ignored by Trickle, and relevant calls spec-
ifying theseasthe le descriptor argumert are simply
passedthrough to the libc shims without any pro-
cessing. Note that it is also possible for an applica-
tion to perform le descriptor passing: An application
may send an arbitrary le descriptor to another over
local inter processcommunication (IPC), and the re-
ceiving application may usethat le descriptor asany
other. File descriptor passingis currently not detected
by Trickle. When a socket is closed, it is unmarked by
Trickle. We say that any marked socket is trackel by
Trickle.

Two categoriesof socket operations are most per-
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tinent to Trickle: Socket I1/0 and socket /O multi-

plexing. In the following discussionwe assumethat we
possess black box. This black box has as its input
a unique socket identi er (e.g. le descriptor number)
and the direction and length of the I/O operation to
be performed on the saocket. A priorit y for every socket
may alsobe speci ed asa meansto indicate the wish for
di erentiated service levels betweenthem. The black
box outputs a recommendationto either delaythe 1/O,

to truncate the length of the I/O, or a combination of
the two. Wereferto this black box asthe Trickle schel-
uler and it discussedin detail in a later section.

The operation of Trickle, then, is quite simple:
Given a socket I/O operation, Trickle simply consults
the scheduler and delays the operation by the time
speci ed, and when that delay has elapsed,it reads
or writes at most the number of bytes speci ed by the
scheduler. If the socket is marked non-blocking, the
scheduler will specify the length of I/O that is imme-
diately allowable. Trickle will perform this (possibly
truncated) 1/0 and return immediately, asto not block
and violate the semartics of non-blocking sockets. Note
that BSD socket semairtics allow socket I/O operations
to return short counts { that is, an operation is not re-
quired to complete in its ertirety and it is up to the
caller to ensureall data is sert (for exampleby looping
or multiplexing over a callsto send() andrecv() ). In
practice, this meansthat the Trickle middleware is also
allowed to return short I/O courts for socket 1/0 op-
erations without a ecting the semartics of the socket
abstraction. This is an essetial property of the BSD
socket abstraction that we usein Trickle.

Multiplexing 1/0O operations, namely calls to
select() and poll() 2 are more complex. The pur-
pose of the /O multiplexing interface is to, given a
setof le descriptorsand conditions to watch for ead,
notify the caller when any condition is satis ed (e.qg.
le descriptor x is ready for reading). One or more
of these le descriptors may be tracked by Trickle, so
it is pertinent for Trickle to wrap these interfaces as
well. Speci cally, select() and poll() are wrapped,
thesemay additionally wait for a timeout evert (which
is satis ed as soon as the speci ed timeout value has
elapsed).

To simplify the discussionaround how Trickle han-
dlesmultiplexing 1/0, we abstract away the particular
interface used, and assumethat we deal only with a
set of le descriptors, one or more of which may be
tracked by trickle. Also speci ed is a global timeout.
For every le descriptor that is in the set and tracked

2Modern operating systems have intro duced new and more ef-
cien t interfaces for multiplexing. These are discussedin section
6



by Trickle, the scheduler is invoked to seeif the le
descriptor would be capable of I/O immediately. If
it is not, it is removed from the set and added to a
holding set. The scheduler also returns the amount of
time neededfor the le descriptor to becomecapable
of /0, the holding time. The scheduler calculatesthis
on the basis of previously obsened I/O rates on that
socket. Trickle now recalculatesthe timeout to usefor
the multiplexing call: This is the minimum of the set
of holding times and the global timeout.

Trickle then proceedsto call the multiplexing call
with the new set of le descriptors (that is, the orig-
inal set minus the holding set) and the new timeout.
If the call returns becausea given condition has been
satis ed, Trickle returns control to the caller. If it re-
turns dueto a timeout imposedby Trickle, the process
is repeated, with the global timeout reduced by the
time elapsedsincethe original invocation of the multi-
plexing call (wrapper). In practice, a shortcut is taken
here, where only le descriptors from the holding set
are examined, and rolled in if ready. The processis
repeated until any user speci ed condition is satis ed
by the underlying multiplexing call.

3.4 Collab oration

We have detailed how Trickle works with a set of
sockets in a single process. More often than not, it is
highly practical to apply glotal rate limits to a set of
processeghat perform network 1/0. Also, these pro-
cessedlo not necessarilyreside on just one host; it is
often useful to apply them on every processthat con-
tributes to the network tra ¢ passingthrough a partic-
ular gateway router, or to usea global limit to cortrol
the utilization of the local area network. It may also
be desirable to apply individual rate limiting policies
for processer classesof processes.

Trickle solvesthis by running a daemon, trickled
which coordinates among multiple instancesof Trickle.
The user speci es to trickled the glokal rate limita-
tions which apply acrossall instancesof Trickle. That
is, the aggregatel/O rates over all processeshaped by
Trickle may not exceedthe global rates. Furthermore,
the user can specify a priorit y per instance or type of
instance (e.g. interactive applications), allowing her to
provide di erentiated network servicesto the various
client applications.

trickled  listens on a BSD domain socket and ac-
cepts connections from instances of Trickle. These
instances then request a bandwidth allocation from
trickled . The bandwidth allocation is computed us-
ing the sameblack box scheduler described previously.
It is usedin a slightly di erent mode wherethe sched-
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uler simply outputs the current rate the ertity is as-

signed. Theserate allocations may change frequertly,
and sothe instancesof Trickle get updated allocations
with somepresetregularity.

Note that there is a simple denial of service attack
here should there be a rogue user on the system. This
usercould simply createasmany fake Trickle instances
as necessaryand, without actually doing any socket
I/O, report data transfers to trickled Of course,
such a user could, though using more resourcesto do
s0,alsoconsumeasmuch network resourcesaspossible,
in e ect achieving the sameresult by exploiting TCP
fairness.

The same model of collaboration can be applied
acrossseeral hosts. Instead of listening on a Unix do-
main socket, trickled  canlisten ona TCP socket, and
thus schedule network resourceusageacrossany num-
ber of hosts. In this scenario,rate allocation updates
may start to consumea lot of local network resources,
so care must be taken when setting the frequency at
which updates are sert.

4 1/0 Scheduling With Rate Restric-
tions

We describe the sctheduler which we have so far
treated asa black box. The problem of rate limiting in
Trickle can be generalizedto the following (reusable)
abstraction: Given a number of ertities capable of
transmitting or receiving data, a global rate limit must
be enforced. Furthermore, ertities may have di erent
priorities relativeto ead other asto di erentiate their
relative servicelevels. In Trickle, we usethis abstrac-
tion twice: In a shaped processsacket is represered
asan ertity with priority 1. In trickled every collab-
orating processis represertied by an ertity (the collab-
orating processesmay even reside on di erent hosts)
and every erntity is assigneda priority accordingto a
user speci ed policy.

When an entity is ready to perform somel/O, it
must consult the scheduler. The scheduler may then
advisethe ertity to delayits request,to partial ly com-
pletethe request(i.e. truncate the /O operation), or a
combination of the two. In this capacity, the scheduler
is glokal and coordinates the 1/0 allocation over all en-
tities. In another mode, the scheduler simply outputs
the current global rate allocation for the requestingen-
tity.

After an entity has performed an I/O operation, it
noti es the Trickle schedulerwith the direction (sert or
received) and length of the 1/0O. Trickle then updates
a bandwidth statistics structure assaiated with that



ertity and direction of data. This structure storesthe
averagedata throughput rate for the entire lifetime of
that ertity aswell as a windowed averageover a xed
number of bytes. Also, an aggregatestatistic covering
all entities is updated.

Beforean ertit y performs|/O, it consultsthe Trickle
scheduler to seehow much delay it must apply and
how much data it is allowed to send or receiwe after
the delay haselapsed.Let's for a momernt assumethat
the scheduler need only decide for how long to delay
the requested!l/O operation.

4.1 Distribution and allo cation

Every entit y hasassigneda number of points propor-
tional to that ertity's priority. The global rate limit is
divided by the total number of points over all ertities,
and this is the rate allotment per point. If every en-
tity performed I/O with a rate equal to its number
of points multiplied by the per point allotment, the
total rate over all ertities would be at the rate limit
and every ertity would perform 1/O at a rate propor-
tional to their assignedpriority. Since Trickle is per-
forming bandwidth shaping, most often the ertities has
the ability to exceedthe transfer rates that they are
assignedby the sdheduler. The ertities only very sel-
domly behave in any predictable manner: Their data
transfer rates may be bursty, they may have consistert
transfer rates lower than their alloted rates, or they
might be idle. At the sametime, the scheduler needs
to make surethe ertities in aggregatemay transfer data
at a rate capped only by the total rate limit: Trickle
should never hinder its client applications from fully
utilizing the bandwidth allocated to them.

Statistics structures as well as limits are kept inde-
pendently per-direction and thus Trickle is fully asym-
metric. Furthermore, it is worthy to note that Trickle
makes scheduling decisionsbased on a windowel av-
erage Dealing with instantaneous bursts is discussed
later.

4.2 Scheduling

Trickle uses a simple but e ective algorithm to
schedulel/O requests. It is a global schedulerthat pre-
senesevery requiremert outlines above. We maintain
a total T, which is initialized with the total number
of points alloted over all ertities. We also maintain a
per-point allotment P which is initially calculated as
outlined above. An entity consumesbandwidth less
than its allotment if its measured(windowed average)
consumption is lessthan its number of points E, mul-
tiplied by the per-point allotment P.

Smoothing in trickle
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Figure 2: An illustration of the e ect of smoothing in
Trickle.

For every entit y that consumeshandwidth lessthan
its allotment, we subtract E, from T, and then add
the di erence betweenE's actual consumption and it's
alloted consumption to a free pool, F. After iterat-
ing over the ertities, the value of the free pool is re-
distributed amongst the remaining ertities. In prac-
tice, this is done by in ating the per-point allotment:
P=P+F=T.

This processis then repeated until there are either
no remaining entities that have more allotment than
their consumption or all remaining entities have more
allotment than their consumption. This is the stable
state. We call the nal allotment of eac entity after
this processthe adjusted allotment.

After the adjustment process,if the ertity being
scheduledis currently consuming bandwidth at a rate
lessthan its adjusted allotment, Trickle allows the op-
eration to proceedimmediately. If not, it requeststhe
entity to delay the operation by the time it would take
to sendthe requestednumber of bytes at the adjusted
rate.

4.3 Smoothing

This nasve approach of delaying 1/O operations
tends to result in very bursty network behavior since
we are blocking an I/0O of any length for sometime,
and then letting it completein full. As expected, this
behavior is especially prevalent when operations are
large. In the short term, burstinessmay even result in
over shaping as network conditions are changing, and
the scheduler could allocate more /0O to the stream in
question.



The length of an I/O may also be unpredictable,
especially in applications with network trac driven
by userinput (e.g. interactivelogin sessionsor games).
Sud applications are naturally bursty and it would be
advantageousfor Trickle to dampen thesebursts.

Note that even if Trickle consideredinstantaneous
bandwidth consumption in addition to the windowed
averageasnetbrake[§ does,bursty behavior would still
be presert in many applications. When shaping is
basedon both instantaneousand averagebandwidths,
it is the hope that the bu ers underneath the applica-
tion layer will provide dampening. For 1/0Os (keepin
mind that applications are allowed to make arbitrarily
large I/O requeststo the socket layer) with lengths ap-
proaching and exceedingthe bandwidth  delay prod-
uct, bu ering provides little dampening.

Thus, we introduce techniques to smaoth these
bursts. The techniques we introduce are generic and
apply equally to both instantaneousand TCP bursti-
ness. Our technique makes use of two parameters to
normalize tra c transmitted or received by the socket
layer.

In the following discussion, we use the variable
pointvalueto indicate the value of a point after schedul-
ing, numpoints is the number of points allocated to the
entity in question and length refers to the (original)
length of the I/O being scheduled.

We rst introduce a time smaothing parameter. We
set the delay imposedon a socket to the minimum of
the time smoothing parameter and the delay requested
(by the processoutlined in the previous sub section).
If the time smoothing delay is the smaller of the two,
the length is truncated sothat the ertity meetsits ad-
justed rate allotment. This is calledthe adjusted length
adjlen= pointvalue numpoints timesmathingpaam.
The aim of the time smoothing parameter is to intro-
duce a certain continuity in the data transfer.

We must be able to handle the casewhere the ad-
justed length is 0. That is, the time smoothing param-
eter is too small to send even one byte. To mitigate
this situation, we intro duce a length smaothing param-
eter. When the adjusted length is 0, we simply set
the length to the length smoothing parameter, and ad-
just the delay accordingly: delay = length=(pointvalue
numpoints).

The e ect of smoothing is illustrated in gure 2.
Here, Iperf[26], a network measuremem tool, was run
for 60 seconds.The sourcenode was rate limited with
Trickle, which was con gured to rate limit at 80 KB/s.
The thin line indicates the resulting Iperf behavior
without any smoothing applied. The thick line applies
a time smoothing parameter of 500 ms. The trans-
fer rates shown are instantaneouswith a sampling rate
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onceper second.

In practice, the scheduler deployed as follows: In a
single Trickle instance, the ertities are sockets, all with
priority 1 and the global limit is either user speci ed
or by trickled . trickled again usesthe samesded-
uler: Herethe ertities are the instancesof Trickle, and
the global limit is speci ed by the user. Note that in
this case,the scheduler does not needto apply delay
or smoothing, it simply needsto report back to eath
instance of Trickle what its allotment is at that point
in time.

4.4 Streams vs. Packets

Onebig di erence betweenTrickle and in-kernel rate
limiters is that the Trickle dealsworks at a much higher
level of abstraction. The only context available to
Trickle are BSD sockets, while in-kernel rate limiters
typically work at the padket level (e.g. IP padkets).

Trickle can only provide bandwidth shaping by de-
laying and truncating I/O on a socket (e.g. TCP/IP
stream), and must rely on the underlying semartics
to be e ectiv e. Furthermore, Trickle is a ected by lo-
cal bu ering in every OSI[23 layer, which e ectiv ely
reducesthe bestreaction time Trickle can provide. To-
gether, these conditions seerely reducesthe granular-
ity at which Trickle can operate.

In-kernelrate limiters can schedule discrete padkets,
and live just one abstraction above the network inter-
faces, and can thus exercise complete control of the
actual outgoing date rates. Ingressrate limiting is pro-
vided by a technique called \p olicing" which amounts
to simply dropping matching incoming packets even
though there is no real local contention that would oth-
erwise prevent them from being delivered. Note that
policing is a dierent strategy for shaping incoming
trac. When a policing router drops a padket, it cre-
atesarti cial congestionin the view of the sendingTCP
as asthe retransmit timer will trigger fast retransmit,
or even slow start. Trickle's approadc tries to avoid
arti cial congestionby shrinking the advertised TCP
receiver window, causingthe sendingTCP to limit the
amourt of data it can send.

4.5 The Interactions of Delay, Smoothing
and TCP

Torecapitulate, Trickle shapesnetwork tra c by de-
laying and truncating 1/O requestsaccordingto a few
simple parameters. Trickle attempts to reduce bursti-
ness by smoothing, which in e ect introduces some
time and length normalization for the emitted I/O op-
erations. We now explore how our shaping techniques
interact with TCP.



For ingresstra c, this shouldresult in alessvolatile
advertised window (rwnd) in the receiving TCP since
the utilization of socket receive bu ers have smaller
variance.

Smoothing is also bene cial for the transmitting
TCP. Becausethe data ow from the application layer
is lesshursty, the TCP doesnot have to deal with long
idle times which may reduceresponsiveness:lt is stan-
dard practice to reducethe congestionwindow (cwnd
and perform slow start upon TCP idlenessbeyond one
retransmissiontimeout (RTQ[19].

Smoothing may also be used for adapting to inter-
active network protocols. For example, a smaller time
smoothing parameter should causedata to be sert in
a more continuous and consistert manner, whereasthe
lack of smoothing would likely causeawkward pauses
in userinteractions.

Another tradeo made when smoothing is that you
are likely to loose some accuracy becauseof timing.
When using timers in userland, the value usedis the
o or of the actual timeout you will get, and thus when
sleepingon a timer just oncefor somel/O, the inaccu-
racy is amortized over the ertirety of that I/O. How-
ever, smoothing is likely to breakthis I/O up into many
smaller 1/0Os, and the timer inaccuraciesmay be more
pronounced. The ultimate compromisehere would be
to usethe e ects of bu ering whenewer you can, and to
use smoothing whenewer you have to. This is left for
future work.

5 Related Work

There are a number of generic rate limiting soft-
ware solutions and one is included in nearly every
major open source operating system. These oper-
ate in a mostly traditional manner (de ning discrete
padket queuesand applying policies on these queues).
What dierentiates these is typically what operat-
ing system(s) they run on, and how expressie their
policies are. Examples are AltQ[14], Netnice[20],
Dummynet[22] and Net Iter[25 ].

Sewral network client and serner applications in-
corporate rate limiting as a feature. For example,
OpenSSHI8]'shasthe ability to rate limit scp le trans-
fers. rsync [9] too, featuresrate limiting. Both usea
simple schemethat sleepswhenewer the averageor in-
stantaneous bandwidth rates go beyond their thresh-
old(s). rsync has the additional advantage that they
may control the senderas well (their protocol is pro-
prietary) and so bandwidth is shaped at the sender,
which is easierand more sensible.

There are a few modules for Apache[1] which incor-
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porate more advancedbandwidth shaping. Thesemod-
ules are typically application layer shapers: they ex-
ploit additional context within Apache and the HTTP
protocol. For example, such modules could have the
ability to perform rate limiting by particular cookies,
or on CPU intensive CGI scripts.

Many peer-to-peer applications also oer trac
shaping. Again, here there is great opportunity to
use application level knowledge to apply policies for
shaping[2 4].

Netbrake[q is another bandwidth shaper that uses
sharedlibrary preloading.® Like Trickle, it delays I/Os
on sackets. Netbrake doesnot have the ability to coor-
dinate bandwidth allocation amongstse\eral instances.
Netbrake calculates aggregatebandwidth usagefor all
sacketsin a process,and shapesonly accordingto this:
That is, if a given socket /0O causesthe global rate to
exceedthe speci ed limit, that socket is penalizedwith
a delay as for bandwidth consumption to convergeto
the limit, and there no equivalent to the smoothing in
Trickle. Thus, Netbrake doesnot retain a senseof \fair-
ness" among sockets: One \overzealous"socket could
causedelays in other sockets performing I/O at lower
rates. This doesnot retain the TCP fairness seman-
tics (nor doesit attempt to), and could causeuneven
application performance,one example being an appli-
cation that usesdi erent streamsfor cortrol and data.
Netbrake also doesnot distinguish betweenthe two di-
rections of data; incoming data will add to the same
obsened rate as outgoing data.

Netbrake is not semartically transparent (nor does
it aim to be);

it doesnot handle non-blocking 1/0 nor

I/0 multiplexing (select() , etc.) nor

» poll()
socket aliasing (dup() , etc.).

Trickle provides sematrtic transparency and the abil-
ity to provide fairnessor manageddi eren tiated band-
width usageto di erent socketsor applications. Trickle
also allows applications to cooperate as to retain (a)
global bandwidth limit(s).

6 Future Work

Trickle does not have much control over how the
lower layersof the network stadk behave. A future area
of exploration is to dynamically adjust any relevant
sacket options. Especially interesting is to adjust the

3The author of Netbrak e notes that Netbrak e is intended to
simply be a hack, and that it is not mature software.



socket sendand receive bu ers asto lessenthe reaction
time of Trickle's actions. Another area of future work
is dynamic adjustment of smoothing settings, parame-
terized by various obsened network characteristics and
usagepatterns (e.g. interactive, bulk transfers) of a
particular socket.

There also exists a needfor Trickle to employ more
expressive and dynamic policies. For example, shaping
by remote host or by protocol.

There are a few new and disparate interfaces for
dealingwith socket I/O multiplexing. In the BSD oper-
ating systems,there is the kqueug[17] evert noti cation
layer, Solaris has /dev/poll [13 and Linux epoll [1§].
Trickle standsto gain from supporting theseinterfaces
asthey are becoming more pervasive.

By using a systemcall Iter such as systrace [21],

Trickle could addressits two highest impact issues.

By using such a system call lter, Trickle could in-
terposition itself in the system call layer, while still
running ertirely in userland, hencegaining the ability
to work with statically linked binaries. Furthermore,
these tools provide the meansto actually enforcethe
usageof Trickle, thus enforcing bandwidth policies.

In order to do collaborativ e rate limiting when join-
ing a new network, a userwould have to manually nd
which host (if any) is running trickled . Trickle would
thus benet from some sort of service discovery pro-
tocol akin to DHCP[15]. Perhaps using Zeroconf[12
technologieswill alsobe bene cial.

7 Acknowledgmen ts

If you are reading this (and provide feedbad). You
will be in mertioned here. Thank you!

8 Summary and Conclusion

Trickle providesa practical and portable solution to
ad-hoc rate limiting which runs ertirely in userland. It
hasbeenshown to work extremely well in practice, and
none of its inherent limitations seemto be a problem
for its target set of users.

Sincethe time Trickle was releasedin March, 2003,
it has enjoyed a steady user base. It is widely used,
especially by homeusersin needof ad-hoc rate limiting.
Trickle has alsobeenusedin researd.

Trickle works by interpositioning its middleware at
the BSD socket abstraction layer which it can do
this ertirely in userland by preloading itself using the
link editor presert in Unix-lik e systems. Trickle has
beenreported to work on a wide variety of Unix-lik e
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operating systemsincluding OpenBSDJ[7], NetBSD[€],
FreeBSD[3], Linux[10] and Sun Solaris[1]. Trickle is
by its very nature also architecture agnostic.

At the socket layer the number of ways an operation
can be manipulated is limited. Furthermore, we gain
no accesgo lower layersin the network stack at which
rate limiters typically reside, and so we have to rely
on the semartics of TCP to causereductions in band-
width consumption. We dewveloped seeral techniques
including smaothing that help normalize the behavior
obsenedin the lower network layersand avoids bursty
throughput.

There are many venuesto explore in the future de-
velopmen of Trickle, and we believe it will remain a
very useful utilit y for ad-hoc rate limiting. Further-
more, we believe that this is the typical usagecasefor
rate limiting by end usersrequiring occasionalservice
di eren tiation.

Trickle source code is available under a BSD
style license at http://www.monkey .or g/ ~nari us/
trickle/
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